


  
 

    
                   
    
    
      
   
 

     
    

 
      

     
   

    
 

    

 

 

   
  

   
  

   
  

 

   
  

   
  

    
    

   
   

   

     

       
   

1. Access Control Systems Committee. 1. Access Control Systems Committee. The Access Control Systems Committee serves as a central 

administrative oversight team to ensure that operational and administrative protocols are met, 

and will approve new system standards. This committee will include representatives from 

Facilities Management and Information Technology, as well as other relevant administrators and 

stakeholders as deemed necessary. Committee representatives will meet as needed when 

requested by Campus Access Control Systems Administrators. 

2. Campus Access Control Systems Administrators. The Associate Vice President for Facilities 

Management and the Director of Safety and Environmental Compliance have been appointed to 

serve jointly as the Campus Access Control Systems Administrators and are responsible for the 

administrative oversight of the campus control program. The Administrators will review all 

requests for access control assignments, all requests for new access control systems or 

modifications to existing access control systems that may diverge from University approved 

systems. Exceptions to the University approved systems or this policy require the approval from 

the 







  
 

 
       

  
   

     
   

  
      
                     
 
                     
                      
  
    
 
     
                      
                     
  
   
                      
 
    
 
  
 
     
                      
                      
                      
 
    
                           
                     
 
    
                      
                    
 
      
 
    
                     
 
   
                     
                     
                    

Facilities Management Department – Security System Technician(s) will assist in providing new Facilities Management Department - Security System Technician(s) will assist in providing new 

Department Access Controllers with formal training on how to utilize the system software to 

include establishing and/or deactivating access control device privileges within their security 

partition. USA's Facilities Management Department will have the following duties related to 

access control: 

a. Performing and/or coordinating all hardware work on campus managed facilities to include 

work performed by contractors: 

b. Maintaining a master list of all systems installed, the system DAC's established by location 

and their respective areas of control. 

c. Fabricating and duplicating any mechanical keys for all campus managed facilities. 

d. Issuing mechanical keys to authorized DAC's for re-issue within their department; obtaining 

DAC's signatures on key req退 mang f o r ғ
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by the Access Control System Administrators. No external contractor service or installations 
shall occur without an approved funding source. 

Emergency Access Control System Administrators serve as designated individuals with authority to 
make decisions that override the access system, such as the Chief of USA Police and the Director of 
Information Technology Services. [Refer to the Lockdown Standard Operating Procedures.] 

Contractors, Guests, Vendors, Volunteers (Temporary Access Control Devices) 

Issuance and recovery of temporary access control devices shall be in accordance with this policy and 
procedure.  Access control device expirations shall correspond to the University’s needs for individual’s 
access privileges, as determined by the department issuing the access control device but may not 
exceed 12 months without Administrator approval. Example: Aramark. 

Responsibilities of All Users 

by the Access Control System Administrators. No external contractor service or installations 
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Issuance and recovery of temporary access control devices shall be in accordance with this policy and 

procedure. Access control device expirations shall correspond to the University's needs for individual's 

access privileges, as determined by the department issuing the access control device but may not 

exceed 12 months without Administrator approval. Example: Aramark. 

Responsibilities of All Users 

All individuals issued a University access control device are required to: 

1. Secure and be responsible for the access control device issued to him/her. Access control 

devices shall be used ONLY by the individual to whom the access control device was assigned. 

Access control devices MAY NOT be loaned to others. 

2. Return excess access control devices to the appropriate DAC. Only one access control device per 

access control system will be assigned to each individual. Individuals who have been assigned 

more than one device per system may retain a second device if approved by a DAC for their area 

and following execution of an agreement to pay cost of replacement if not returned prior to end 

of employment to be deducted from the user's final paycheck or other final payment from the 

University. 

3. Return the access control device to the DAC upon separation from the applicable department. 

(NOTE: Access control devices are considered University property and individuals may be held 

responsible for failure to return them at the end of employment). 

4. Report the loss or theft of all access control devices to the DAC AND the University Police 

Department within 24 hours of the discovery of the theft or loss. Individuals with access 

control devices enabled with other functions will also need to notify each service provider to 

deactivate the functions. 

5. Do NOT prop doors open or leave them unsecured during hours when the facility is normally 

closed to the public. High risk & security doors should remain locked at all times. 

6. Report unusual access control locks or other access activities that appear to be out of the 

ordinary to the facility DAC or USA Police Department. 

6IP a g e  
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