
Protecti n g Privac y: The Evolutio n of DNS Security 
Burt Kaliski  
Senior Vice President and CTO, Verisign 

NSF Technology Transf er to Practice in Cyber Securit y Workshop 
November 4, 2015 





Veris ign Public  

DNS Overview 
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Domain Name System (DNS) Overvie w  

• Hierar chical, global name space for Inter net names, e.g., 
www.exam ple.com  

• DNS records associat e IP addresses, other data with 
domain names  

• Authoritative name servers publish recor ds, delegat e to 
other name server s  

• Client s typically quer y via a recursive name server  
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DNS Resoluti o n 

• Resolution is the process of answer ing a quer y by 
following the hier ar chy of name server s  

• To resolve www.exam ple.com, quer y root server, then 
.com, then exam ple.com  

• Each refer s to next in hier a r c h y  

• Recursive name server optim izes process by caching 
recent result s  
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Privac y Risks 
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Risk 1:  Between Client and Recursiv e 

• Client effect ively reveals browsing hist or y via DNS traffic 
to recur sive name server  

• Adversar y must be “on path” to see it, but it’s all in one 
place 

• Risk incr eases when recur sive name server deployed 
outside organizat ion 

• How to prot ect against eavesdr opping? 
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Risk 2:  At Recursiv e Name Server 
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Internet User 
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Risk 3:  Between Recursiv e and Author i t a t i v e 

• Recursive name server reveals samples of comm unit y’s 
browsing hist or y via DNS traffic to author it at ive name 
server s  

• Adversar y again must be “on path” to see traff ic, but all in 
one place 

• Author it at ive name server s by definit ion deployed outside 
organizat ion 

• How to prot ect against eavesdr opping? 
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Risk 4:  At Authorit a t i v e Name Server 

•
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Risk 5: Modific a t i o n 

• In addit ion to risks relat ed to disclosur e of DNS traffic, 
client s’ privacy may also be at risk if DNS responses are 
modif ied 

• By modif ying a DNS response, an adver sar y can 
misdir ect a client to an incor r ect server, facilit at ing an 
attack  
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Risk 5: Modific a t i o n 
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Mitigati n g DNS Privacy Risks 

• Data handling policies can help mitigat e the risks  
• Technical enhancem ent s to DNS have also been 

intr oduced in recent year s to mitigat e these risks:  
• DNS-over -TLS 
• qname- Minimiz a tio n  
• DANE and DNSSEC  
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Mitigati o n 1:  Data Handlin g 

• Data handling policies, technologies and audit s can 
mitigat e risk of compr om ise, misuse of data at recur sive, 
author it at ive server s  

• Root, top- level domain server s gener ally oper at e under 
established agreem ent s  

• Other author it at ive name server s, recur sive name server s 
may not  
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Mitigati o n 1:  Data Handlin g 
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Risks 1 & 3:  Eavesdr o p p i n g 
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Mitigati o n 2:  DNS-over- TLS 
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Mitigati o n 3:  qname- Minimiz a t i o n  

• DNS inform at ion disclosur e can be reduced by asking 
author it at ive only enough for refer r al to next server –  not 
full quer y name (“qnam e”) each time 

• IETF DNSOP working group curr ent ly developing qnam e-
minim izat ion spec  

• Partially mitigat es eavesdr opping (risk 3) w/o encr ypt ion 
or changing author it at ive 
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Risks 1 & 3:  Eavesdr o p p i n g 
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Q: www.example.com? 
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Mitigati o n 3:  q name- Minimiz a t i o n  
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Mitigati o n 4:  DNSSEC and DANE  

• DNS Securit y Extensions (DNSSEC) mitigat es 
modif icat ion risk by adding digit al signat ur es to DNS 
records  

• Recursive, client can validat e that recor ds are unmodif ied 
• DNS-Based Authent icat ion of Named Entities (DANE) 

extends validat ion to include web server keys and 
cert if icat es  
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Risk 5: Modific a t i o n 
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Mitigati o n 4:  DNSSEC and DANE  
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Summar y:  Risk Mitigati o n Matrix 

Risk 

Disclosure or Misuse Modification 

Client to 
Recursive At Recursive 

Recursive to 
Authoritative 

At Authoritative 

Data Handling Protect Protect + 
DNS-over-TLS Encrypt Encrypt + 
qname-
minimization Minimize Minimize 

DNSSEC and DANE Sign 
Validate 

M
it

ig
at
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n 



Veris ign Public  

Recommendations  
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Recomme n d a t i o n s for Privac y Profes s i o n a l s 

• If DNS is part of the syst em you’r e prot ect ing ...  
 

•
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For More Informa t i o n 

Burt Kaliski 
bkaliski@verisi gn.com  
www.verisign.com   
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